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Abstract—Recent text-to-image (T2I) models have exhibited
remarkable performance in generating high-quality images from
text descriptions. However, these models are vulnerable to misuse,
particularly generating not-safe-for-work (NSFW) content, such as
sexually explicit, violent, political, and disturbing images, raising
serious ethical concerns. In this work, we present PromptGuard,
a novel content moderation technique that draws inspiration from
the system prompt mechanism in large language models (LLMs)
for safety alignment. Unlike LLMs, T2I models lack a direct
interface for enforcing behavioral guidelines. Our key idea is
to optimize a safety soft prompt that functions as an implicit
system prompt within the T2I model’s textual embedding space.
This universal soft prompt (P∗) directly moderates NSFW inputs,
enabling safe yet realistic image generation without altering the
inference efficiency or requiring proxy models. We further enhance
its reliability and helpfulness through a divide-and-conquer
strategy, which optimizes category-specific soft prompts and
combines them into holistic safety guidance. Extensive experiments
across five datasets demonstrate that PromptGuard effectively
mitigates NSFW content generation while preserving high-quality
benign outputs. PromptGuard achieves 3.8 times faster than
prior content moderation methods, surpassing eight state-of-the-
art defenses. Rigorous evaluation using both multi-head classifiers
and VLM-based guardrails confirms its robustness, achieving
an optimal average unsafe ratios down to 5.84% and 6.18%,
respectively. Our code and dataset are available at https://t2i-
promptguard.github.io/.

Warnings: This paper contains NSFW imagery and discus-
sions of unsafe contents that some readers may find disturbing,
distressing, and/or offensive.

I. INTRODUCTION

Text-to-image (T2I) models, like Stable Diffusion [1], enable
realistic image generation from text prompts. However, their
misuse for generating not-safe-for-work (NSFW) content
(e.g., sexual and violent images) raises significant ethical
concerns [2], [3], [4], [5], including the spread of harmful
content like AI-generated child sexual abuse material [6]
and politically manipulative imagery [7]. Effective defense
mechanisms for T2I services are urgently needed.
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Fig. 1. Unlike existing moderation frameworks that rely on additional models
to check or detoxify NSFW content, PromptGuard presents an efficient,
universal soft prompt, P∗, inspired by the system prompt mechanism in LLMs,
to directly moderates NSFW inputs and generate safe yet realistic content.

Current NSFW safeguards fall into two categories: model
alignment and content moderation. Model alignment (e.g., fine-
tuning) directly modifies the T2I model to remove NSFW
capabilities [8], [9], [10], [11], [12], [13], but can degrade
performance on benign inputs [11], [14]. Content moderation
uses external models to filter unsafe textual inputs [15] or
visual outputs [16], or employs prompt modification using
LLMs [17] to promote safer generation. While avoiding
unintended removal of benign concepts, these methods add
computational overhead. An efficient and robust content
moderation framework remains a critical need.

In this paper, we present PromptGuard, a novel T2I
moderation technique that optimizes a soft prompt that works
as a system prompt for safety to neutralize malicious contents
in input prompts in an input-agnostic manner without affecting
benign image generation quality and performance. As shown
in Figure 1, our basic idea draws inspiration from the “system
prompt” mechanism in LLMs, which has exhibited remarkable
effectiveness in aligning output content with safe and ethical
guidelines [18], [19] and our approach seeks to apply similar
guidance in T2I settings.

However, designing PromptGuard is challenging from
two perspectives: First, T2I models, unlike LLMs, lack a
direct mechanism for implementing system prompts. They treat
all textual input as user-generated content, requiring a novel
approach to emulate the system-prompt mechanism within the
T2I context. Second, the diverse nature of NSFW content,
including categories such as violence, sexual explicitness,
and political extremism, makes it difficult to design a single,
universal safeguard.

To address the first challenge, we introduce a safety pseudo-
word, optimized within the continuous embedding space of
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the T2I model’s text encoder. This soft prompt effectively
steers both benign and NSFW prompts (e.g., “A painting
of a woman, nude, sexy”) away from regions associated
with unsafe content. Moreover, we employ SDEdit[20] to
transform unsafe images into safer counterparts, allowing
PromptGuard to learn how to generate realistic, safe images
from potentially harmful inputs. This approach contrasts with
existing moderation methods[15], [16], [10] that often block
or blur undesirable outputs. For the second challenge, we
categorize NSFW content into four types: sexual, violent,
political, and disturbing [21], [22]. Rather than attempting
to create a single universal soft prompt, we adopt a divide-and-
conquer strategy, optimizing separate soft prompts for each
category and then combining them. This approach improves the
reliability and robustness of the moderation system. To ensure
PromptGuard’s efficacy without negatively affecting benign
image generation, we apply a contrastive learning-based method
that balances strong NSFW suppression with the preservation
of image quality.

The extensive experiments compared PromptGuard with
eight state-of-the-art defense techniques on five bench-
mark datasets. Our evaluation validates six key aspects of
PromptGuard: (1) Effectiveness: Achieved the lowest unsafe
ratio (5.84%) in a natural language setting, outperforming all
baselines. (2) Universality: Ranked in the top two across
all four NSFW categories. (3) Adversarial Robustness:
Outperformed all baselines in NSFW removal under three
adversarial attacks. (4) Efficiency: 3.8x faster than previous
moderation methods without extra computational cost. (5)
Helpfulness: Provides realistic, safe content instead of merely
blocking or blurring NSFW outputs (Figure 4). (6) Scalability:
Demonstrates flexibility in adapting to new NSFW categories.
We also discuss limitations, future work, and have open-sourced
our code on website to foster further research in AI ethics.

Our contributions can be summarized as follows:
• New Technique: We introduce the application of the

system prompt concept to T2I models, using soft prompt
optimization to achieve effective and lightweight content
moderation.

• New Findings: Our comprehensive experiments across
diverse datasets demonstrate PromptGuard’s effective-
ness, universality, adversarial robustness, efficiency, help-
fulness, and scalability.

II. RELATED WORK

A. Content Moderation

To ensure the safe use of T2I models, existing methods
implement safety measures for both input and output. Latent
Guard [23] filters input text by classifying embeddings, al-
lowing only safe prompts to pass through. In contrast, Stable
Diffusion V1.4’s default safety filter [16] detects and blocks
any NSFW images at the output stage by blacking them out.
POSI [17] fine-tunes a language model to rewrite unsafe
prompts into safe alternatives before passing them to the
diffusion model. Some methods focus on enhancing safety
during the generation process itself. Safe Latent Diffusion [24]
adjusts the diffusion process to steer the text-conditioned

guidance vector away from unsafe areas in the embedding space.
However, these approaches often require additional models or
modifications, which add to computational cost. In contrast,
PromptGuard introduces a soft prompt that efficiently directs
the model towards safe outputs without relying on external
models or process changes.

B. Model Alignment
Another line of work directly fine-tunes models to enhance

safety, rather than relying solely on additional guardrails.
ESD [8] fine-tunes the diffusion model to direct the generative
process away from undesired concepts, while UCE [9] modifies
the text projection matrices to erase specific concepts from the
model. Additionally, SafeGen [10] optimizes the self-attention
layers to eliminate unsafe concepts in a text-agnostic manner.
However, these methods require either model retraining or pa-
rameter fine-tuning, which introduces significant computational
costs. In PromptGuard, we propose a soft prompt approach
that removes unsafe concepts effectively without modifying
model parameters, ensuring lightweight safety alignment.

III. BACKGROUND

A. Text-to-Image (T2I) Generation
The success of denoising diffusion models, such as

DDPM [25], has advanced text-to-image (T2I) models like
Stable Diffusion (SD) and Latent Diffusion [26]. These models
rely on text encoders that transform text prompts into latent
embeddings, guiding the image generation process. The text
is tokenized and mapped into a high-dimensional embedding
space, which influences the image synthesis through cross-
attention during diffusion. For instance, SD uses the CLIP
text encoder, which improves upon the BERT encoder used
in Latent Diffusion [27], benefiting from a larger training set
(LAION-5B [28]) for more effective embeddings. The encoder’s
intermediate layers play a crucial role in progressively building
complex concepts throughout the diffusion process. Recent
studies, like the Diffusion Lens [29], show that early layers
capture basic objects, while deeper layers establish relationships
between elements.

B. System Prompt
A system prompt is a predefined instruction given to large

language models (LLMs) to guide their behavior, tone, and
responses, ensuring safety and mitigating risks such as bias
or harmful outputs [30], [31]. By embedding ethical guide-
lines, system prompts prevent misleading responses without
modifying model parameters [32]. They are lightweight and
effective, requiring minimal computational overhead compared
to complex model fine-tuning. Although widely studied in
LLMs, system prompts have not been explored in text-to-
image (T2I) models, where textual descriptions guide visual
content generation. Unlike LLMs, T2I models face unique
challenges in prompt engineering for visual outputs. While
user prompts influence image generation, system prompts for
ethical constraints and output refinement have not been fully
explored. In this work, we integrate system prompt mechanisms
into T2I models for NSFW content moderation using a soft
prompt approach (see IV).
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IV. PROMPTGUARD

A. Overview

In this section, we introduce the design of PromptGuard,
which aims to optimize a soft prompt suffix P∗ that is
appended to user inputs for NSFW content moderation. This
soft prompt has two primary objectives: (1) mitigating harmful
semantics while preserving safe content in malicious prompts
and (2) ensuring fidelity in benign image generation. Directly
identifying an effective prompt suffix at the token level is
challenging due to the discrete nature of text space. To
overcome this, we optimize the soft prompt in the token
embedding space, leveraging techniques from prompt tuning
[33], [34] and prompt-driven safety mechanisms in LLMs [32],
operating within a continuous domain.

To address the first objective, we employ contrastive learning,
constructing training pairs where harmful content serves as
negative data and its moderated counterpart as positive data.
To address the second objective, adversarial training which
incorporates benign data into the training dataset ensures that
benign prompts remain unaffected, preserving the quality of
benign image generation.

Rather than attempting to train a single universal soft
prompt to cover all unsafe categories, we adopt a divide-
and-conquer strategy. We optimize separate soft prompts for
each specific NSFW category and then concatenate them
into a unified sequence. This design choice is driven by
two key factors: (1) Distinct unsafe concepts possess vastly
different semantic characteristics. Training a single embedding
often leads to gradient conflicts and capacity bottlenecks,
resulting in sub-optimal convergence. Separate optimization
ensures each embedding specializes in its domain without
semantic interference. (2) Concatenation enables a “plug-and-
play” architecture, allowing users to flexibly deploy specific
safety modules based on their requirements and seamlessly
extend the system to new categories without retraining the
entire framework as demonstrated in Section V-G. Figure 2
illustrates our training and inference pipeline.

B. Training Data Preparation

To construct the training dataset for each specific unsafe
category, we curated a total of 789 malicious prompts from
a hybrid of three sources to ensure diversity. Specifically, we
utilized (1) the prompt dataset provided by Unsafe Diffusion
[21] (27.25%), (2) prompts collected by an NSFW data
scraper [35] (25.35%), and (3) synthetic prompts generated by
GPT-4o mini [36], [37] (47.40%). For the synthetic generation,
we employed specific system instructions to frame the request
within a safety research context, allowing us to bypass standard
refusal mechanisms and obtain diverse descriptions of unsafe
concepts. The detailed distribution of these sources is illustrated
in Figure 6 in the Appendix.

For benign prompts, we adopted a generate-and-filter
pipeline. We first used GPT-4o [38] to generate approximately
500 candidate prompts across 6 categories: animals, food,
human beings, landscapes, transport vehicles, and home scenes.
From this pool, we manually selected 200 high-quality prompts
that best represent realistic visual distributions. This design

ensures that while our training categories correspond to COCO
concepts, the data itself remains synthetically generated and
disjoint from the real-world COCO validation set, preventing
potential data leakage.

As outlined in IV-A, we then construct safer versions of each
malicious image by altering only the unsafe visual elements
while leaving safe parts intact. To achieve these fine-grained
modifications, we leverage SDEdit [20] to generate safer images
based on the original malicious ones. This process requires
specific prompts to guide the image-to-image generation. For
sexually explicit content, we apply the simple prompt “Fully
dressed person, safe for work.” For the other three unsafe
categories, we employ GPT-4o to transform each malicious
image’s prompt into a safe version, which then guides the
image-to-image generation. This approach enables us to create
a high-quality image pair dataset, as illustrated in Figure 3.

To ensure data quality, we performed a rigorous manual
inspection of all training pairs for malicious prompts. We
discarded any generated images that failed to exhibit unsafe
content (already clean) to prevent training noise, and verified
that the SDEdit-generated target images were effectively
detoxified while preserving the original semantic layout.

C. Individual Soft Prompt Embedding Training

Our training dataset consists of two categories of data: benign
and malicious. Each benign data sample contains a prompt yb
and the corresponding image xben. For malicious data, each
sample includes a prompt ym, along with its corresponding
original image xorg and a safer version xtgt generated through
SDEdit. During training, the text encoder of the SD model
transforms the input prompt into a token embedding matrix
through an embedding lookup. Specifically, each token in the
input prompt is mapped to an embedding vector, and these
vectors form an embedding matrix in the original token order.
To implement the soft prompt optimization without altering the
pre-trained model architecture, we treat the soft prompt P∗ as
a new special token (e.g., <safety_token>) added to the
tokenizer’s vocabulary via vocabulary expansion. Consequently,
we resize the pre-trained token embedding matrix E ∈ RV×D

to E′ ∈ R(V+1)×D, where V is the original vocabulary size
and the new row corresponds to the trainable vector v∗. During
the forward pass, the input text indices (with the safety token
P∗ appended) are mapped to vectors using the standard lookup
operation on E′. This ensures that the trainable soft prompt is
seamlessly concatenated with the fixed text embeddings in the
sequence dimension, which is then processed by other modules
in the text encoder, yielding the hidden state embeddings cb for
benign data or cm for malicious data, containing the semantic
information needed for further processing.

Before adjusting v∗, the SD model’s encoder in the VAE
module first transforms the image xben or the image pair
[xorg, xtgt] into clean latent representations zben

0 or [zorg
0 , ztgt

0 ].
Then, the DDPM noise scheduler [25] iteratively injects
noise ϵben

t or [ϵorg
t , ϵtgt

t ] into the clean latent representations,
resulting in noisy latent representations zben

t or [zorg
t , ztgt

t ]. The
denoising U-Net U takes both the noisy latent representation
zt, which contains visual information, and the hidden state
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Fig. 2. Diagram of PromptGuard. The training data preparation consists of two types of data: (1) malicious prompts paired with images, including both
the original malicious image and its edited, safer version, and (2) benign prompts paired with corresponding images. The individual soft prompt embedding
training involves appending a trainable soft token embedding to the end of the original prompt token embeddings. Focusing on one unsafe category at a time,
we train only the parameters of the soft token embedding using the loss function Lm or Lb, depending on whether the input is benign or malicious. During
inference, we concatenate all the trained embeddings and append them to the end of the user input, functioning as a soft system prompt.
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Fig. 3. SDEdit [20] could help to build fine-grained image pair for malicious
data, which only modifies the unsafe vision region.

embeddings c, which contain textual information, to predict
the noise ϵU(zt, t, c) for the next t steps. We aim for the
model to correctly predict the noise added to the original latent
representation, ϵben

0 , given the condition cb. Simultaneously, we
want the model’s prediction, conditioned on cm, to closely
match ϵtgt

t while being far from ϵorg
t . This ensures that the

model’s prediction is aligned with the noise added to the safer
version of the image while becoming less accurate in predicting
the noise for the original unsafe image. To achieve these two
objectives, we design two separate loss functions: Lb (benign
preservation) and Lm (malicious moderation). (1) For each
benign input data:

Lb =
t∑

i=0

ϵU(z
ben
i , t, cb) −

t∑
i=0

ϵ
ben
i (1)

(2) For each malicious input data:

Lm = − λ

[
t∑

i=0

ϵU(z
org
i , i, cm) −

t∑
i=0

ϵ
org
i

]

+ (1 − λ)

[
t∑

i=0

ϵU(z
tgt
i , i, cm) −

t∑
i=0

ϵ
tgt
i

]
(2)

Minimizing Lb helps ensure that the prompt with our
appended P∗ preserves the ability to correctly generate benign
images. On the other hand, minimizing Lm encourages P∗ to
guide the predicted noise to stay far from the original unsafe
vision while becoming closer to the safe vision representations.
The hyperparameter λ controls the balance between these two
objectives. Increasing λ forces P∗ to focus more on keeping
the model away from unsafe vision representations, reducing

its ability to recover unsafe images from noise and encourage
safe version generations. The overall optimization framework
could be formalized using min

v∗
L as follows:

min
v∗

L =

{
Lb, if the input has benign intent.
Lm, if the input has malicious intent.

(3)

D. Inference

Once the individual safe embeddings for different NSFW
categories (e.g., sexual, violent, political, disturbing) have been
trained, they are concatenated into a unified composite soft
prompt. This combined soft prompt is then appended to the
end of every user input during inference, functioning as an
implicit system prompt for the T2I model. Unlike traditional
moderation techniques that rely on separate filtering models
or prompt rewriting, this approach directly integrates safety
guidance within the model’s textual embedding space, ensuring
continuous, lightweight, and inference-efficient moderation.

V. EXPERIMENTS

Our evaluation firstly assesses the effectiveness of
PromptGuard across NSFW categories (sexually explicit,
violent, political, disturbing) with a focus on NSFW content
removal (Section V-B) and benign content preservation (Section
V-C) under a natural language setting. Regarding efficiency,
we compute the average inference time per image of each
baseline (Section V-D). We also test the adversarial robustness
of PromptGuard under three red-team settings (Section V-F).
We analyze the impact of key hyperparameters, including the
soft prompt weighting parameter (λ) and optimization steps,
particularly when appending a single soft prompt embedding
per unsafe category (Section V-E). By comparing individual
embeddings to combined embeddings, we show that combin-
ing them provides stronger, more comprehensive protection.
Further, we explore the scalability of PromptGuard through
adding a new NSFW concept (self-harm) (Section V-G).

A. Experiment Setup

We introduce the experimental setup, including test bench-
marks, evaluation metrics, baselines, and implementation
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Fig. 4. PromptGuard moderates the unsafe content across four categories.
The images it creates are realistic yet safe, demonstrating helpfulness.

details. More detailed setup can be found in VII-A in the
supplementary material.
Test Benchmark. In line with prior works [24], [8], [10], we
evaluate PromptGuard using five distinct prompt datasets to
assess its effectiveness in NSFW moderation. This includes two
malicious prompt datasets, I2P [39] and NSFW-200 [40], one
benign COCO-2017 dataset [41] and two adversarial prompt
datasets, i.e., SneakyPrompt [40] (including two variants:
SneakyPrompt-N with natural words and SneakyPrompt-P with
pseudo words) and MMA-Diffusion [42] with pseudo words.
Evaluation Metrics. We assess the safe generation capabilities
of T2I models in three aspects: (1) NSFW content removal. A
lower Unsafe Ratio indicates stronger NSFW moderation. To
mitigate evaluation bias, we employ two distinct widely-used
safety classifier: the Multi-headed Safety Classifier introduced
by [21] and LlavaGuard [43], a cutting-edge VLM-based
safety evaluator known for its alignment with diverse safety
taxonomies. For brevity, unless explicitly specified as “by
LLaVAGuard”, the term “Unsafe Ratio” throughout this paper
refers to the metric derived from the standard Multi-headed
Safety Classifier. (2) Benign content preservation. A higher
CLIP Score [44] and a lower LPIPS Score [45] indicate better
fidelity to the user’s prompt. (3) Time efficiency. A lower
AvgTime indicates more efficient defense.
Baselines. We compare PromptGuard with eight baselines,
categorized into three groups: (1) N/A: the original Stable
Diffusion (SD) without protective measures, (2) Model Align-
ment: methods that fine-tune or retrain the T2I model, and (3)
Content Moderation: approaches using proxy models or prompt
modification. The baselines include: SD-v1.4 [1], SD-v2.1 [12],
UCE [9], SafeGen [10], SafetyFilter [16], SLD-Strong [24],
SLD-Max [24] and POSI [17]. We re-implement some of those
baselines for a fairer comparison and details could be found
at VII-A.
Implementation Details. We implement our method using
Python 3.9 and PyTorch 2.4.0 on an Ubuntu 20.04.6 server with
an NVIDIA RTX 6000 Ada GPU. PromptGuard modifies
the soft prompt embedding appended to the input prompt, using
SD-v1.4 [1] as the base model.

B. NSFW Content Moderation

We compare PromptGuard with eight baselines and report
the Unsafe Ratio across four malicious test benchmarks,
covering different unsafe categories. Table I presents the

results using both the Multi-headed Classifier and LLaVAGuard.
PromptGuard demonstrates consistent superiority across
both evaluators. Specifically, on the Multi-headed Classifier,
PromptGuard outperforms the baselines by achieving the
lowest average Unsafe Ratio of 5.84%. This robustness is
strongly corroborated by LLaVAGuard, where PromptGuard
maintains an average Unsafe Ratio of 6.18%, significantly
lower than the vanilla SDv1.4 (38.46%) and the closest baseline
(UCE at 14.00%). Additionally, PromptGuard achieves the
state-of-the-art performance in the all of the sub-categories,
validating that our method provides genuine, generalized safety
improvements rather than overfitting to a specific classifier or
safety domain.

While the eight baselines result in a more than 20% drop
in Unsafe Ratio, some of them still produce more than 40%
unsafe images. In contrast, PromptGuard reduces this ratio
to nearly zero. Notably, all eight baselines perform poorly at
moderating political content, highlighting the lack of focus on
political content in existing protection methods.

Moreover, as shown in Figure 4, PromptGuard not only
effectively reduces the unsafe ratio but also preserves the safe
semantics in the prompt, resulting in realistic yet safe images.
In contrast, other methods either still generate toxic images or
produce blacked-out or blurred outputs, which severely degrade
the quality of the generated images. More detailed examples
are shown in Figure 8.

Furthermore, we observe a visual convergence between
PromptGuard and POSI in certain samples (e.g., the first row
of Figure 4). Despite their distinct implementations where POSI
uses discrete text rewriting while PromptGuard employs
continuous soft embedding, both methods produce remarkably
similar safe outputs. This similarity likely stems from their
shared objective of input-level optimization: both methods
aim to navigate the input manifold to find the nearest “safe
neighbor” that strictly preserves the original semantic layout.
Consequently, once the unsafe trigger is neutralized, both
methods allow the frozen base model to default to its canonical
representation for the remaining benign context, confirming that
PromptGuard achieves high-fidelity semantic preservation
comparable to sophisticated LLM-based rewriting methods.

When comparing our combined strategy with individual soft
prompt embeddings trained separately on different categories,
as shown in Table III, IV, V, VI, we observe that combining
these embeddings results in improved NSFW removal per-
formance across various hyperparameters. This demonstrates
that our combined approach enhances the reliability and
robustness of the protection compared to most of the individual
embeddings.

C. Benign Generation Preservation

We compare PromptGuard with eight baselines and report
the average CLIP Score and LPIPS Score and the evaluation
result is shown in Table I. For the CLIP Score, PromptGuard
achieves relatively higher results compared to the other seven
protection methods, indicating a superior ability to preserve
benign text-to-image alignment. Methods like UCE, SLD, and
POSI experience a drop of more than 1.0 in the CLIP Score,
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TABLE I
PERFORMANCE OF PROMPTGUARD IN MODERATING NSFW CONTENT GENERATION ON FOUR MALICIOUS DATASETS AND PRESERVING BENIGN IMAGE

GENERATION ON COCO-2017 PROMPTS COMPARED WITH EIGHT BASELINES.

Type None Model Alignment Content Moderation

Metrics SDv1.4 SDv2.1 UCE SafeGen† SafetyFilter SLDStrong SLDMax POSI Ours

NSFW
Removal

Unsafe Ratio by
Multi-head

Classifier (%)↓

Sexually Explicit 71.17 45.67 1.83 2.20 15.67 41.83 36.33 45.17 1.50
Violent 30.00 33.83 8.17 30.83 25.33 13.83 9.67 18.50 5.17
Political 36.17 38.83 29.83 33.00 32.17 35.67 37.33 34.67 12.17

Disturbing 19.50 19.67 7.83 20.33 16.17 8.33 8.33 13.17 4.50
Average 39.21 34.50 12.54 23.92 22.34 24.92 22.92 27.88 5.84

Unsafe Ratio by
LlavaGuard (%)↓

Sexually Explicit 72.17 53.12 11.33 11.50 16.83 44.00 33.34 46.17 3.83
Violent 43.67 41.30 17.67 41.50 39.17 17.00 16.83 24.50 11.83
Political 21.83 13.67 19.83 18.83 19.33 9.33 8.00 12.83 7.23

Disturbing 16.17 10.83 7.17 11.67 12.33 2.50 4.33 7.17 1.83
Average 38.46 29.73 14.00 20.88 21.92 18.21 15.63 22.67 6.18

Benign
Preservation

CLIP Score↑ 26.52 26.28 25.35 26.56 26.46 24.97 24.31 25.00 25.96

LPIP Score↓ 0.637 0.625 0.643 0.640 0.638 0.647 0.655 0.643 0.646

†: The public SafeGen weights [46] were trained only on sexually explicit data. To make a fairer comparison, we re-train the weights using
our dataset. Details could be found in VII-A in the appendix.

TABLE II
PERFORMANCE OF PROMPTGUARD IN IMAGE GENERATION TIME EFFICIENCY COMPARED WITH EIGHT BASELINES.

Type None Model Alignment Content Moderation
Method SDv1.4 SDv2.1 UCE SafeGen SafetyFilter SLDStrong SLDMax POSI Ours

AvgTime (s/image)↓ 1.38 2.51 6.03 1.41 1.39 6.70 7.06 6.15 1.39
StdTime σ (s/image) 0.05 0.06 0.07 0.05 0.06 0.08 0.12 0.07 0.08

while PromptGuard successfully limits the drop to within
0.5, suggesting a minimal compromise in content alignment.
Regarding the LPIPS Score, PromptGuard performs on par
with the other protection methods, demonstrating its capability
to generate high-fidelity benign images without significant
degradation in image quality. Image examples are shown in
Figure 9 in the appendix.

D. Comparison of Time Efficiency
The results for time efficiency are shown in Table II. From

the results, we observe that PromptGuard has a comparable
AvgTime to the vanilla SDv1.4, SafeGen, and SafetyFilter, as
all of these methods are based on SDv1.4. Unlike other content
moderation methods, such as SLD or POSI, PromptGuard
does not introduce additional computational overhead for image
generation. In contrast, POSI requires an extra fine-tuned
language model to rewrite the prompt, adding time before
image generation, while SLD modifies the diffusion process by
steering the text-conditioned guidance vector, which increases
the time required during the diffusion process. One thing
to note is that for the model alignment method UCE, the
AvgTime is higher than that of other model alignment methods
like SafeGen, which have been optimized at the lower level
using Diffusers [47]. The reason for this is that UCE does
not integrate its diffusion pipeline into Diffusers. Therefore, a
direct comparison with other methods is unfair.

E. Exploration on Hyperparameters
1) Impact of λ Across NSFW Categories: We systematically

vary the soft prompt weighting parameter λ to optimize the

TABLE III
PERFORMANCE OF PROMPTGUARD ON SEXUALLY EXPLICIT CATEGORY

ACROSS DIFFERENT λ AT THE SETTING OF 1000 TRAINING STEPS.

λ 0.1 0.2 0.3 0.4 0.5 0.6 0.7
NSFW

Removal
Unsafe

Ratio (%) ↓ 38.50 20.00 18.50 12.00 30.50 9.00 3.50

Benign
Preserv.

CLIP ↑ 26.27 26.33 26.06 26.33 26.42 25.13 23.84

LPIPS ↓ 0.638 0.636 0.638 0.635 0.636 0.645 0.644

balance of our contrastive learning-based strategy. Scaling up λ
encourages P∗ to lose its ability to generate unsafe images from
latent denoising. We summarize the tabular results for each
NSFW category and highlight the optimal λ values below. More
visual examples are deferred to VII-B in the supplementary
material. (1) Sexually Explicit Content: As shown in Table III,
the unsafe ratio reaches a minimum of 3.5% at λ = 0.7.
While this setting ensures robust moderation, it introduces a
slight trade-off in benign content alignment, with CLIP scores
decreasing to 23.84. However, LPIPS scores remain stable,
averaging 0.639, indicating preserved visual fidelity for benign
image generation.

(2) Violent Content: Table IV demonstrates that λ = 0.6
yields the best results, reducing the unsafe ratio to 13.5%.
The CLIP score drops slightly to 24.98, but LPIPS scores
remain steady at 0.655, confirming that the method effectively
moderates violent content while keeping benign image quality.

(3) Political Content: For politically sensitive content,
Table V shows that λ = 0.4 achieves balanced performance.
The unsafe ratio is reduced to 7.0%, with a moderate CLIP score
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TABLE IV
PERFORMANCE OF PROMPTGUARD ON VIOLENT CATEGORY ACROSS

DIFFERENT λ AT THE SETTING OF 1000 TRAINING STEPS.

λ 0.1 0.2 0.3 0.4 0.5 0.6 0.7
NSFW

Removal
Unsafe

Ratio (%) ↓ 30.00 28.50 27.00 22.00 25.00 13.50 19.00

Benign
Preserv.

CLIP ↑ 26.07 26.22 26.04 25.79 25.53 24.98 26.00

LPIPS ↓ 0.647 0.650 0.648 0.650 0.653 0.655 0.640

TABLE V
PERFORMANCE OF PROMPTGUARD ON POLITICAL CATEGORY ACROSS

DIFFERENT λ AT THE SETTING OF 1000 TRAINING STEPS.

λ 0.1 0.2 0.3 0.4 0.5 0.6 0.7
NSFW

Removal
Unsafe

Ratio (%) ↓ 26.50 12.50 17.00 7.00 9.50 16.00 6.00

Benign
Preserv.

CLIP ↑ 26.22 26.16 25.86 24.31 25.65 25.48 22.29

LPIPS ↓ 0.640 0.645 0.639 0.649 0.639 0.643 0.652

reflecting reliable alignment. LPIPS scores remain consistently
low, supporting the fidelity of benign image generation.

(4) Disturbing Content: Table VI indicates that the mod-
eration of disturbing images yields the best results at λ =
0.7, achieving an unsafe ratio as low as 3.0%, with both
CLIP (average 26.13) and LPIPS Score (average 0.644) steady,
indicating strong moderation alignment.

(5) Summary: Optimal performance for NSFW content
removal is consistently observed with λ values between
0.6 and 0.7. These results demonstrate that our method is
effective and generalizable across diverse NSFW categories,
maintaining robust moderation without compromising benign
content quality.

2) Impact of Optimization Steps: We analyze how varying
optimization steps affect safety soft prompt’s performance, in
terms of both NSFW content moderation and benign content
preservation. Table VII presents these results using sexually
explicit prompts, with similar patterns observed for violent,
political, and disturbing content types. (1) NSFW Content
Removal: As the number of optimization steps increases,
PromptGuard shows enhanced NSFW content moderation,
reducing the unsafe ratio to as low as 2.5% at 3000 steps.
Notably, the range of 1000 to 1500 steps strikes a strong
balance between effective NSFW moderation and practical
optimization time, maintaining an unsafe ratio of approximately
6.5% while ensuring efficient optimization. (2) Benign Content
Preservation: With an increase in optimization steps, we
observe consistent CLIP scores of around 26.12 and LPIPS
scores of approximately 0.638 for benign prompts. This
indicates that our soft prompt can maintain stable image fidelity
and consistent alignment with the input prompts.

F. Adversarial Robustness

We compare PromptGuard with eight baselines and report
the Unsafe Ratio under three different red-teaming settings.
SneakyPrompt [40] is an automated attack framework designed
to bypass safety filters in text-to-image (T2I) models by modi-
fying user prompts while preserving their intended meaning. It
leverages reinforcement learning (RL) to iteratively optimize

TABLE VI
PERFORMANCE OF PROMPTGUARD ON DISTURBING CATEGORY ACROSS

DIFFERENT λ AT THE SETTING OF 1000 TRAINING STEPS.

λ 0.1 0.2 0.3 0.4 0.5 0.6 0.7
NSFW

Removal
Unsafe

Ratio (%) ↓ 11.00 13.00 16.00 11.50 5.00 21.00 3.00

Benign
Preserv.

CLIP ↑ 26.15 26.14 26.16 26.11 25.91 26.40 26.04

LPIPS ↓ 0.645 0.647 0.651 0.647 0.642 0.636 0.638

TABLE VII
PERFORMANCE OF PROMPTGUARD ON SEXUALLY EXPLICIT DATA

ACROSS DIFFERENT TRAINING STEPS.

steps 500 1000 1500 2000 2500 3000
NSFW

Removal
Unsafe

Ratio (%) ↓ 22.50 12.00 6.50 7.50 11.00 2.50

Benign
Preserv.

CLIP ↑ 26.15 26.33 25.82 26.04 26.23 26.12

LPIPS ↓ 0.638 0.635 0.643 0.641 0.639 0.634

adversarial prompts, minimizing the number of queries needed
to evade detection. SneakyPrompt is particularly effective
against closed-box safety filters like those in DALL·E 2, out-
performing traditional text adversarial attacks in both efficiency
and image generation quality. We reproduce SneakyPrompt
with two variants: SneakyPrompt-N with natural words and
SneakyPrompt-P with pseudo words. MMA-Diffusion [42] is a
multimodal adversarial attack targeting both text-based prompt
filters and post-hoc image safety checkers in T2I models. It
manipulates text prompts to evade keyword-based filtering
while also applying subtle adversarial perturbations to images,
deceiving content moderation systems. This method works on
both open-source models (e.g., Stable Diffusion) and closed-
source platforms (e.g., Midjourney, Leonardo.Ai), exposing
vulnerabilities in existing safety mechanisms for generative
models. We use the public MMA-Diffusion Nudity dataset
with pseudo words to do the evaluation. Table VIII shows
that under all attack settings, PromptGuard demonstrates
superior defensive performance compared to all baselines.
This defense remains consistently robust under both Multi-
headed Safety Classifier and LLaVAGuard assessment. For
instance, against the SneakyPrompt-P attack, PromptGuard
maintains a near-zero unsafe ratio, whereas baseline defenses
frequently fail to suppress the generation of unsafe content
induced by adversarial prompts, resulting in toxic images that
are captured by the VLM-based evaluator. These results on
adversarial samples, which represent a significant distribution
shift from our natural language training data, further validate
PromptGuard’s generalizability. It indicates that our soft
prompt has learned robust, high-level safety representations
that remain effective even against unseen and intentionally
perturbed input distributions, rather than just overfitting to
standard training patterns.

G. Exploration on Scalability

In addition to its effectiveness, efficiency, and adversarial
robustness, a key advantage of the PromptGuard pipeline is
its scalability when encountering new NSFW categories. Unlike
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TABLE VIII
PERFORMANCE OF PROMPTGUARD UNDER ADVERSARIAL ATTACKS COMPARED WITH EIGHT BASELINES.

Type None Model Alignment Content Moderation

Adversarial Algorithm SDv1.4 SDv2.1 UCE SafeGen SafetyFilter SLDStrong SLDMax POSI Ours

Unsafe Ratio by
Multi-head

Classifier (%)↓

MMA-Diffusion 82.91 33.67 11.06 6.53 24.12 68.34 55.78 29.15 5.53

SneakyPrompt-N 52.26 35.68 3.02 15.08 20.10 25.63 23.62 31.66 0.00

SneakyPropmt-P 46.23 29.65 4.02 13.57 20.10 23.62 15.58 25.13 1.51

Average 60.47 33.00 6.03 11.73 21.44 39.20 31.66 28.65 2.35

Unsafe Ratio by
LlavaGuard (%)↓

MMA-Diffusion 82.91 33.17 17.59 7.04 24.12 64.32 52.26 30.65 9.55

SneakyPrompt-N 53.27 42.21 9.05 21.61 20.60 21.11 17.09 34.17 0.50

SneakyPropmt-P 53.77 41.21 11.56 20.10 24.62 21.61 13.07 29.65 1.01

Average 63.32 38.86 12.73 16.25 23.11 35.69 27.47 31.49 3.69

Fig. 5. Adversarial robustness against red-teaming methods: SneakyPrompt-N
(natural words), SneakyPrompt-P (pseudo words), and MMA-Diffusion.

TABLE IX
SCALABILITY OF PROMPTGUARD WHEN ADDING A NEW

SELF-HARM CATEGORY.

Type SDv1.4 PGOrg. PGSelf-harm PGInt.

NSFW
Removal

Unsafe
Ratio (%) ↓ 44.50 14.50 23.50 10.33

Benign
Preserv.

CLIP ↑ 26.52 25.96 26.17 25.68

LPIPS ↓ 0.637 0.646 0.641 0.647

model alignment methods that require retraining or complex
adjustments [48], our method seamlessly integrates new unsafe
categories through the following process: (1) Data Preparation:
Collect a dataset for the new category, ensuring both unsafe/safe
image pairs and benign data. (2) Training a New Soft Prompt
Embedding: Optimize a soft prompt embedding for the new
category using the framework from Section IV-C. (3) Seamless
Integration: Simply append the new embedding to the existing
ones without additional merging or fine-tuning, adding it as a
system prompt component.

To verify this scalability, we introduced a Self-harm category
along with our four original categories (Sexual, Violent, Politi-
cal, and Disturbing). We prepared training and testing datasets
for this category and evaluated four settings: (1) SDv1.4, (2)
Original PromptGuard (PGOrg.) with embeddings trained on
predefined unsafe categories, (3) Self-harm PromptGuard
(PGSelf-harm) with a self-harm-specific embedding, and (4)
Integrated PromptGuard (PGInt.) which combines the Self-
harm embedding with the Original PromptGuard. Results
in Table IX show that the integrated method achieves the
lowest Unsafe Ratio, outperforming the other methods. This

improvement in NSFW moderation did not significantly affect
benign generation quality, confirming that our scalable pipeline
maintains benign preservation while expanding moderation
capabilities.

The scalability of our method is due to the text encoder’s
structure [44], [49]. Since our soft prompt embeddings work at
the input level, the encoder’s internal processing naturally in-
tegrates their semantics. Each token embedding, including soft
prompts, passes through position embeddings and transformers,
allowing the model to contextually merge their meanings.
This integration ensures that adding a new category-specific
embedding does not degrade the moderation effects of existing
embeddings. Thus, our approach avoids manual merging or
retraining, making it modular and efficient. This experiment
shows that PromptGuard can be extended to new categories
without disrupting existing moderation, making it a robust
solution for T2I model content safety.

VI. DISCUSSION

A. Taxonomic Rationale and Coverage

A key consideration in our framework is the choice of
safety taxonomy. We acknowledge that NSFW definitions are
broad and evolving. Instead of a fine-grained enumeration,
we adopted a coarse-grained strategy where the four selected
categories (Sexually Explicit, Violent, Political, Disturbing)
serve as umbrella terms designed for comprehensive coverage.
Specifically, following the World Health Organization (WHO)
definition [50], the Violent category conceptually encompasses
“Self-harm” (violence against oneself) alongside interpersonal
violence. Adopting an impact-based perspective, the Disturbing
category covers content that causes psychological distress,
implicitly including “Harassment” and gruesome imagery [51].
Furthermore, we explicitly distinguish the Political category to
address the unique T2I risks of misinformation and deepfakes
involving public figures [3], [7]. Regarding “Hate Speech” (e.g.,
hate symbols or stereotypes), it is dually covered: explicitly
addressed under the Political category for ideological hate,
and implicitly covered by the Disturbing category due to its
offensive nature [52]. This macro-categorization prevents the
defense from becoming overly fragmented while ensuring that
major harm vectors are mitigated. For applications requiring
distinct handling of specific sub-categories (e.g., strictly sepa-
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rating Self-harm), our modular architecture supports seamless
extension, as demonstrated in Section V-G.

B. Scalability and Generalization

Our framework demonstrates robust scalability through
its modular design. By adopting a coarse-grained taxonomy
(Sexually Explicit, Violent, Political, Disturbing), we ensure
comprehensive coverage of unsafe content. Furthermore, the
divide-and-conquer architecture allows users to flexibly concate-
nate category-specific embeddings to customize safety protocols
or seamlessly extend the system with new modules without
retraining the base model. Furthermore, PromptGuard ex-
hibits strong Sim-to-Real generalization. Although our benign
training prompts are entirely synthetic, malicious prompts are
partially synthetic and all training images are model-generated,
PromptGuard achieves good performance on real-world
benchmarks like COCO-2017 and I2P. This confirms that the
soft prompt learns universal safety representations rather than
overfitting to synthetic patterns. Our ablation study in Appendix
VII-B5 further confirms that expanding the number of benign
training categories yields only marginal gains, verifying that the
initial six categories sufficiently capture the core distribution
of benign semantics required for robust preservation.

C. Transferability

In Appendix VII-B6 we have demonstrated the ability
of PromptGuard to transfer to other T2I architectures.
While T2I architectures may evolve, they will likely continue
relying on text encoders for prompt understanding. Since
PromptGuard optimizes a soft prompt embedding in the
text encoder space, it remains applicable to future models
using CLIP, T5, or similar text encoders without modifying
the underlying architecture. Regarding commercial platforms
like Midjourney, service providers have full access to their
models and can integrate PromptGuard as needed. Existing
safeguard methods prioritize model-dependent approaches over
model-agnostic ones due to their higher defensive performance,
which aligns with industry needs. Our approach follows this
principle, prioritizing stronger NSFW moderation over direct
transferability, as model safety is the primary concern for
service providers.

D. Limitations and Future Work

Currently, the limitations of PromptGuard are: (1) Lack of
Large-scale Human Evaluation: Due to strict ethical guidelines
regarding the exposure of human evaluators to toxic content,
we prioritized safety and abstained from large-scale studies.
Consequently, our evaluation lacks the subjective nuance
that human perception provides, particularly in distinguishing
borderline cases or assessing aesthetic degradation. (2) De-
pendence on Automated Proxies: Although we mitigated bias
by employing a dual-evaluator system (Multi-head Classifier
and LLaVAGuard), the reported safety metrics are inherently
bounded by the detection capabilities of these open-source
models. Any misalignment or blind spots in these proxy
evaluators could propagate to our performance measurement.

Future work could focus on the following directions to
enhance robustness and applicability: (1) Advanced Data
Pipeline: Although SDEdit validates the core hypothesis,
employing other better instruction-based editing techniques
[53], [54] presents a valuable opportunity to construct higher-
fidelity training pairs. This direction could significantly elevate
the upper bound of generation quality and semantic fidelity. (2)
Task Extension: Extending the soft prompt mechanism to Image-
to-Image (I2I) and Text-to-Video models is a critical frontier.
Specifically for I2I tasks, future research could investigate
incorporating visual conditioning into the soft prompt training
pipeline. This would address the challenges of dual-modality
control, where the model is conditioned on both the text prompt
and the source image. (3) Optimization Refinement: To achieve
a finer balance between safety capacity and benign stability, it
would be beneficial to explore variable soft prompt lengths and
integrate semantic consistency regularization techniques. (4)
Fine-grained Adaptation: Leveraging the modular architecture,
developing embeddings for more fine-grained categories (e.g.,
specific modules for “Self-harm” or “Hate Symbols”) offers a
scalable pathway to meet highly specialized safety requirements.

VII. CONCLUSION

Inspired by the system prompt mechanism in large language
models (LLMs), we introduce a new content moderation
technique for image generation, PromptGuard. This method
is efficient and lightweight, requiring no additional models or
perturbation during the diffusion denoising process, resulting in
minimal computational overhead. To address the lack of a direct
system prompt in T2I models, we optimize a safety pseudo-
word, acting as an implicit system prompt to guide visual
latents away from unsafe regions. Our approach, combining
a divide-and-conquer strategy, refined data preparation, and a
tailored loss function, enhances moderation across various
NSFW categories. Extensive experiments comparing eight
state-of-the-art defenses, verified by both multi-head classifiers
and VLM-based guardrails, demonstrate that PromptGuard
reduces the unsafe content ratio to as low as 5.84% and 6.18%,
respectively. Moreover, PromptGuard is 3.8 times more
efficient than previous moderation methods.
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