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Legitimate input Model Isla Fisher Model o - Extracted Attribute Witnesses
_ o eature variants
Attribute substitution Layer Name convl_1 convl 2 pooll conv2_1 conv2 2 pool2 conv3_1 conv3_2 conv3_3 pool3
~— 5‘ \/ sr' qa r qa r va #Neuron 64 64 64 128 128 128 256 256 256 256
L ] ! Z S ——Model| =" #Left Eye 1 - - 2 3 4 2 3 2
r qa \/ v \/ © #Right Eye 1 - - 3 3 4 3 2 3
; i ) « ) < ® #Nose 1 - - 1 3 2 - 1 3
L | B #Mouth 1 - - 3 2 4 3 15 7
Pixel-wise differences \ \J] ® #Left Eye & Right Eye 1 - - 2 3 3 1 - -
(x50 times) ‘ — Attribute witnesses #Left Eye & Nose 1 - - 1 3 2 - - -
A Input PP N #Left Eye & Mouth 1 - - - 2 1 2 1 1 -
C&W, attack Human AJ. Buckley L #Right Eye & Nose 1 - - - 1 3 1 - - -
#Right Eye & Mouth 1 - - - 3 1 2 2 1 1
Feature invariants #Nose & Mouth 1 - - - 1 1 1 - - -
) — : . : Model #Shared 1 - - - 1 1 1 - - -
Idea: is the classification result of a model mainly based on human perceptible attributes?
Layer Name convd_1 conv4_ 2 conv4d_3 pool4 conv5_1 conv5_2 conv5_ 3 pool5 fc6 fc7
Propose: Bi-directional reasoning #Neuron 512 512 512 512 512 512 512 512 4096 4096
#Left Eye 9 5 15 7 12 4 1 1 - 1
+ Forward: attribute changes —> neuron activation changes #Right Eye 7 3 10 9 9 1 - - - -
' ose -
#N 10 8 17 13 7 2 2 1 1
Architecture of Aml #Mouth 19 12 12 11 8 2 1 2 1 1
#Left Eye & Right Eye 5 1 3 2 - - - - -
+ Backward: no attribute changes —> no neuron activation changes #Left Eye & Nose 3 - 4 - 1 - - - - -
Attribute-steered model #Left Eye & Mouth 1 1 - - - - - - - -
#Right Eye & Nose 3 - 1 1 1 - - - - -
’ - #Right Eye & Mouth 2 - 2 - - - - - _ R
- v - #Nose & Mouth 5 1 2 2 - - - - - -
p v Left eye @ y 4 v ' #Shared 1 - - - - - B B} B
rn- m? @ r mw (@) v Righteye (3) ©) Evaluation
T e '— > Y we  —Y Nose — Consistency
— v Mouth j observer Attribute Detection
i ) | Yo..
Inplut Landmark Attribute Attribute witness * Model: VGG-Face, 16 layers, 97.27% on LFW Dataset VF LFW
| generation annotation extraction . Datasets Attribute LeftEye RightEye Nose Mouth LeftEye RightEye Nose Mouth
Original model Face Descriptor 0.830 0.830 0.955  0.855 0.825 0.835 0.915  0.935
» VGG Face dataset (VF) Attribute Witness 0.940 0.935 0.985  0.990 0.870 0.845 0.975  0.965
» Labeled Faces in the Wild (LFW) Ad Detecti
versary betection
Attribute_steered MOdG' » CelebFaces Attributes dataset (CelebA) - p - p
argete ntargete
+ Attacks: Patch, G|8.SS€S, C&WO, C&WZ, C&Woo, FGSM, BIM Detector FP Patch Glasses C&Wy C&Wo C&W o
FGSM BIM
] o ) . o First Next First Next First Next First Next First Next
+ Constructed by transforming the original model without additional training)
FS (NDSS '18) 23.32% 0.77 071 0.73 058 0.68 065 060 050 042 0.37 0.36 0.20
« Neuron weakenin caetivat AS 2041% 096 098 097 097 093 099 099 100 096 100 085 076
¢ v : activation 'Of a heuron AP 3061% 089 096 069 0.75 096 094 099 097 095 0.99 0.87 0.89
v = e—% o 1 : mean of witness neurons WKN 787% 094 097 071 076 0.83 0.89 099 097 097 09 0.86 0.87
o : deviation of witness neurons STN 233% 008 019 0.6 019 090 094 097 100 076 087 046 041
« Neuron strenathenin . Aml 991% 097 098 085 085 091 095 099 099 097 1.00 0.91 0.90
9 g o : weakening factor
o —min . w/o Left Eye 1837% 097 099 075 0.79 088 092 099 095 097 0098 0.89 0.90
vV =€-v+ (1 — e Bo ) .y €, B : strengthening factor w/o Right Eeye  18.08% 093 096 073 080 086 091 099 096 098 098 086 0.87
min : minimum of witness neurons : ' : . w/o Nose 27.41% 097 099 0.78 0.84 091 094 098 097 099 098 094  0.90
(2) FGSM (h) BIM w/oMouth  20.99% 091 097 074 079 086 095 1.00 095 099 098 086 0.87




